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Security Engineering Challenges

ABSTRACT:

Security Engineering is a relatively new engineering discipline born out of the
Internet explosion in the last 12 years. | will discuss several key difficulties
related to security engineering, including

Formation of a new engineering discipline — Security Engineering
encompasses many technologies and requires System, Software, Hardware, and
Network engineering skills. Socio/political skills are often required, especially
on government programs.

Creation of competent engineering staff — Being a relatively new discipline
that requires a wide variety of skills presents staffing challenges.

Current adversaries — Who are we securing our systems against? | will discuss
perspectives from both industry and government.

Technology overview — Security technology is a rapidly changing
environment. We will discuss a few key technologies, both current and future,
and also discuss where technology falls short.
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